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C4ADS

OUR MISSION ISTO
SUPPORT GLOBAL
EFFORTS TO DETECT,
DISRUPT AND DEFEAT
ILLICIT NETWORKS.

Powered by cutting-edge
data science, innovative
technology applications, and
evidence-driven analysis, we
work to coordinate effective
global solutions to the illicit
networks that drive conflict,
instability, environmental
crime, and human rights

abuses around the world.
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Advance the sustainable use-of natural'resources and the protection of wildlife‘by exposing whereiillicit
activity enters supply chains, identifying the networks that enable it, and building frontline capacity to disrupt it.
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IUU FISHING
PORTFOLIO

Targeting the Full Sys-fém o
to Counter IUU Fishing. ; ;
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COUNTERING IUU FISHING: C4ADS APPROACH

Targeting the owners, enablers, and systems that make 1UU fishing profitable
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Vessel-Level Analysis Fleets Connected through Ownership Network of On and Off-shore Enablers

* Identify vessel movements via AlS ¢ Revealfleet connections and o Invgsfigqfe port agents, oi[ tankers,
and satellite analysis beneficiaries of illicit activity by refrigerated cargo vessel, insurance
analyzing ownership networks. agencies efc.
< U id f IUUF or forced _ : ) . o
lcréco?ver evidence o orterce ¢ Disrupt financial flows that control Reveal Cross jurisdictional '
large fleets commercial and ownership

connections between fishing fleet
and its enablers

Anars)
‘ 4AD ; Unless specifically stated, the mention of any company, organization, individual, or other entity in this document or any attachments C4ADS i 5

innavation for peace thereto doesnotimply the violation of any law, statue, orinternational agreement, and should not be construed as such. © C4ADS 2023. Business Sensifive.



THE IMPORTANCE OF BENEFICIAL OWNERSHIP

Ultimate Beneficial Owner (UBO) is a term used to describe the person or people who ultimately control or own a company

.*.'.*.'. -"—"‘r&r@-‘_"’ wé
Network Analysis Identifying Risks Within Accountability
Fleets
ldentify companies and people Examine fleets as a whole and ldentify those responsible or
associated with vessels of interest. other associated risks or behavior benefiting from illicit activity
of the fleet
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Identify _

second-level , Identify the
ownership and ultimate
management beneficial owners
entities '

Identify first-level

ownership and E Ma pping Ultimate

management i Beneficial Ownership
entities

Verify vessel ;
STEP L 'g? nﬁ_fy = : -

Collect
srep 1 | Vessel data



CASE STUDY: PINGTAN MARINE
ENTERPRISE
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CHINA-FLAGGED REEFER DETAINED: THE EVENT

On August 132017, the Fu Yuan Yu Leng 999 was detained in the Galapagos Islands with over 300 fons of catch
and 6,600 sharks, including newborn sharks, shark fins, and CITES-protected hammerheads

August 5 - August 6, the Fu Yuan Yu Leng 999 e MEET'N“WM“EEREEF

met with four fishing vessels before being " - i

detained in the Galapagos Maritime
Sanctuary on August 13th, 2017.

AUGUST 5 AUGUSTS -6
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AUGUST 13,2017 48
9 MO2ID
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The Fu Yuan Yu Leng 999, owned and
operated by Honglong Ocean Fishing
Co. Ltd.
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CHINA-FLAGGED REEFER DETAINED: THE VESSEL

We first identified associated vessels, registered owners, subsidiaries, and shareholders.

VESSEL IDENTIFICATION & FLEET \\
BUiLeouI -

Sutsiciory of
o . . . L Alficted via SEC “i

+  Vessel Regdistries (RFMO vessel authorization lists Global Fishing .ol S

Watch) ez
. . . . FUJIAN

Vessel Authorizations and vessellicenses PINGTAN COUNTY

T OCEAN FISHING Eﬂ
«  PME's official welbsite HONGLONG i
OCEAN FISHING ' CHINA SHARK
.y . . . = co" lm' /"
*  Maritime Inteligence Platforms (IHS Markit / Equasis) st L L - c{,‘{,",‘:ﬁﬂ.ﬁ,.
/ nRay ST SEEAFSat
«  Corporate registries (China, Hong Kong, and Indonesia, BVI) h i | i
— websle of H
+ Sfockexchange fiings FU YUAN YU LENG 999 ‘ ’
| 1 ;

«  Chinese Ministry of Commerce overseas investment data Unouiiofized ot-#90 Wonkhipmeots bl

(MOFCOM) [ »
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CHINA-FLAGGED REEFER DETAINED: THE OUTCOME

PME has a proven history of IUU fishing, with grave implications for Nebwork i A - S 2
vulnerable coastal countries like Indonesia, Timor-Leste, and Ecuador. - ——)— ==

«  PMEis comprised of a broader corporate network of subsidiary and
linked companies in mainland China, Hong Kong, and Indonesia..

C4ADS identified fourteen forced labor incidents, involving over 80
fishermen, onboard the company’s vessels. Each of these incidents
fellinto one of two overlapping categories: 1) forced labor and
exploitation, or 2) severe injury and death.

«  PMEis linked to and completely dependent on the Chinese state
through subsidies, partial ownership, loans, and political affiliations
amongst its directorship.

By May 9, 1st ever designation of
2023 a Chinese fishing
company

1st ever SEC de-listing of a S —

PRC domiciled company
in the USA
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METHODS AND LIMITATIONS
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VESSEL OWNERSHIP RELATIONSHIPS

PURAAN PRGTAN CONTY OCAS W A:ﬂ'\'l
[ leesuuss ]
Global Fishing Watch Equasis: Vessel level management info Company fleet infformation
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https://www.equasis.org/EquasisWeb/restricted/HomePage?fs=FleetInfo

CORPORATE DATA SOURCES

opencorporates
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CATALOGUE OF RESEARCH DATABASES
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https://id.occrp.org/databases/
https://id.occrp.org/databases/
https://id.occrp.org/databases/
https://opencorporates.com/
https://opencorporates.com/

-
LIMITATIONS

Corporate records are not always easily available and vary in required information.

Secrecy Non-digitization
In some jurisdictions, corporate records are not made In some jurisdictions, corporate records are publicly
public or are only partially public. available, but only by actual individuals arriving on

site, limiting utility.

Scarcity Lack of common standards
In some jurisdictions, corporate records are simply not Individual jurisdictions may offer excellent access, but
available or not available to the public in a reasonably without common global standards, it is tough to get a
accessible manner. true picture of ownership.
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LIMITATIONS

Three significant limitations preventing full visibility into onshore ownership networks.
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Data Variance Data Accessibility Regulatory Loopholes
No universally agreed upon definition Onshore ownership information is not Gaps in reporting requirements allow
or standard for ownership reporting. readily accessible and requires owners to conceal their histories and
This hinders wide scale ownership combining data from multiple sources, mask foreign investment. This makes
mapping and allows owners fo exploit creating a high analytical burden, identifying frue owners more difficult.

gaps to disguise their activities. particularly for under-resourced fishing
enforcement agencies.
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TRITON WALKTHROUGH



Triton - Tracking ownership networks

T R I TO N A plaiform for regulators, enforcement, and civil society to explore

200 @ F

beneficial ownership data behind the world’s industrial fishing fleet

by C4ADS
Search through ~180,000 entities 229‘ 2 QQQ Q Q
industrial fishing vessels, companies, and € 00 e
individuals \\ e “ e

Identify the vessel, companies and
individuals within a network

Narrow searches based on compliance,
registration, and geography

Download network entity identifiers

Partner with the JAC / C4ADS forin

depthinformation and additional JOINT
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COUNTER IUU WITH PUBLICLY
AVAILABLE INFORMAITON



Publicly Available Information

\éetﬁtia@atlcg can have thousands of subordinate sources that piece together a comprehensive investigation
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CERTILICATE
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Surface Web Corporate Records Trade Data Transport Data Procurement Records
What is out there? Who owns what? What is @ company doing? What is going where? What is being purchased?

REAL ESTATE DEED

M. ENTATE DEED. make by
Porsing Ave Poeameine bhabe 81500

| S LU 1o 50
i ) ‘PJ 2P0 P ——
= w— 012345 W S— -

Judicial Registries Biographical Data Location Data Social Media Property Records

What is being said? How can you verify identity2 Where are devices? What is going where? Who owns property?
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Accessing and Analyzing Open Source Information

General Guidelines

When conducting investigations, good evidentiary standards are crucial to the credibility of your conclusions.

(Some of) C4ADS’s Analytical
Standards: Stay skeptical!

= Stay objective and non-partisan

Keep track of your process!
= Explain uncertainties P y P

= |dentify assumptions _
Cite your sources!

= Explain changes
= Understand your sources
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ing and Analyzing Open Source Information

Why Bother with Searches?

The Google Search index contains hundreds of billions
of web pages and is well over 100,000,000 gigabytes in
size. The same is true for other search engines!

Making this data useful means giving your search
engine the clearest instructions possible as to what you
are looking for, ensuring you have the best chance of
finding your answers in a more limited set of results
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Boolean Searches

Boolean terms are ways to specify to Google which
phrases or words in your search are most important and

how they relate to each other.

BOOLEAN LOGIC
AND OR NOT

Both terms Either term Only one term

J0INT _ . s
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Accessing and Analyzing Open Source Information

No Boolean Operators - 3 Million
Results

GO gle ivory seizure 4 & 3 m
All 1g¢ hopping Vide
lllegal trade seizures: Elephant ivary - EIA International
hitps://ela-international org/illegal-trade-seizures-elephant-ivory/ «
For World Elephant Day 2017, the Enwironmental Inve ation Agency (EIA) has updated thes ivory

seizure map, detalling 150 large scale ivory seizures of

Cambodia's biggest ivory seizure: 3.2 tonnes of tusks - Asia Times
www.atimes.com/article/cambodias-biggest-ivory-seizure-3-2-tonnes-of-tusks/ v

nthe ¢ try's lar Cambodia seized more than 3 2 t1onnes of

ever lvory &

clephant tusks hidd ntainer sent from

J0ra Q¢

Genetic assignment of large seizures of elephant ivory reveals Africa's ...
science.sciencemag.org/content/349/6243/84 ~
Cited by 86 - Related artickes

ric tans) made between 1996 and

2014, 3ls0 testing assignment accuracy, Results s

DNA testing of illegal ivory seized by law enforcement links multiple ...
https.//www.washington edu/news/2018/09/19/ivory-smuggling-dna-testing/ v
The

ermoational trade in hant ivory has been illegal snce 1989, yet Afncan

ne. In 2016, the

s cont
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Accessing and Analyzing Open Source Information

“". Exact Phrase Match

Go gle “ivory seizure®

l\-
p o

Add quotation marks to search
for exact phrases

Hong Kong ivery seizure largest in 30 years - CNN - CNN.com

Mtps//www.con.comy201 7/07/06/assa/hong-kon( selzure/index. htm

of 150gal vory tusks havwe Dee

Cambod a's bi ggest ivory seizure: 3.2 to-mes of tusks - Asia Times

v.atimes.com/ e/cambodias -3 240nnes-of tusks/ v

1, Combodia selzed more than 3.2 toones of

Record Ivory Seizure Made in Hong Kong - The Maritime Execume

https-/'www maritime-executive comy article/teccrd-vory-sezure-made-in-hos ./
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AND: Must Include Both Words

GO gle I\ih‘OQANDseuzure

al

Q sl signin |

Use operators to upgrade to Boolean

DNA testing of illegal ivory seized by law enforcement links searching

hitps//weaw. washinglon edu/news/2018/09/19/iv dna-testing/

Common operators:

2 intematd Tusk
Ivory seizure in 2015 In Sngapo AND to indicate both phrases must be
in result
Cambodlas b«gges\ ivory seizure: 3.2 tonnes of tusks - A5|a Times in (r)eRsJTt indicate either phrase must be
of
ory_seizures_up and_hit sec... ¥
seizures up and hil record high. Overall
lllegal trade seizures: Elephant ivory in Europe - EIA International
Wps:/eizinternational org » Wildlife » Elephants
reas © of the world's largest ivory markets, the US and China
e US ed a near-4otal domestic ivory ban
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Accessing and Analyzing Open Source Information

Search By Site e

available HERE.

8 C
jo)

\” .Ja.v € ivory seizure site:nationalgeographic.com

All

Search terms in specific sites by
searching with

: site:www. xxxxxx.com

Seized Ivory May Have Come From as Many as 140 Poached Elephants
nitps //news.nationa q{‘Cv(]’.‘lf‘,h ic.comv,../valclife-lvory-tanzan ﬁ"f'i\ﬁ-:hl"{:'l pphants-cr v

f . they had seized 1.4 tons of elephant
LSk
Does Destroying Ivory Save Elephants? Experts Weigh In
hitps://news.nationalgeograghic.com/.../valdiife-watch-ivory-crush-elephant-poaching... ¥
: More than a dozen nations, includng China, France, and Kenya, which burned 105 tons

eephant ivory sho veno
Togo Makes Second Record Ivory Seizure - National Geographic Blog
voices. nationalgeographic.com/2014/02/03/togo-makes-second-record-ivory-selzure/ v
TeQo say they have arrested three men after d ering nearly two tons of ivory
1 & container marked for shipping to Vietnam
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https://ahrefs.com/blog/google-advanced-search-operators/

Accessing and Analyzing Open Source Information

Search by Filetype

search operators is
available HERE.

Go gle —Lvory seizure filetype:pdf , Q

Search terms in specific file types
by searching with filetype:XXX

Genetic assignment of large seizures of elephant ivory ... - Science

science.sclencemaqg org/conmtent/scl/349/6243/84 full pdf2ijkey=NNhShdhd/ ...

] e of large seizures of elephant ivory reveals Africas
najo Beowr
¥*ivory Bill: Factsheet - lllegal ivory seizures

y-bilk-fact eizures.pdf

15.publishing service.gov.uk/

Ivery sefau

vers for Ivory seizures

niernational trade in ivory was banned in 16

¥ |vory Seizures in Europe - Amazon S3
hips./s3 amazonaws com/ifaw-pantheon/ . /ifaw_ivory_seizures_europe_proof 4 pdf «
pspecially for the use of the, ETIS Reports on ivory made by EU member states

C. vory Seizures in £t

¥l |yory and elephant product seizure data collection form
hipsy/

Ivory and elephant product selzure dats collection form this the first time this seizure is being

v.fws.gov/policy/e1443fwl pdf «

pored? Ye No 18 this 3 follow-up report 10 an
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https://ahrefs.com/blog/google-advanced-search-operators/

Searches Within Timeframe
Google search operators

is available HERE.

GO gle ivory seizure

Can End Ivory Trafficking. Will
cs-can-endc-ivary-traffickir
yead
Man, 53, arrested with 11 pieces of elephanty o
S : o & Lust ange Custom date range
nitps.//www.stancardmedia co.kke » Coast v
Kenya has been identifie varrious reseacches a5 one 01 The Aoy LTansT Toutes | From  12/1/2018 « December 7018 »
ut of Africa, with several Incidents of ivory selzures and
ESMTWTF S
Ta 8 F 27 28 3 1
La Jolla Crime and Public-Safety News: Charges filed in ivory .. g E%l L 152 Fs E 135
WS/ warw ajo -story Mml * L 16 17 18 19 20 31 22
elzure of Ivory products by the Cafornia WHMIBBITHEN
At S Meka s 30 31
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SEIBU NETWORK ANALYSIS



SEIBU NETWORK

GREEN WORLD CO LTD *

Al Kmown A Phone Number
GREEM WORLD &0 LTD +&F 51 484 D404

Date of Information

OF3-12-23

Country af Registration Data of Incadparation Erail Address

Kirea, Rspublc of 19950829 T EHIFPE

Feemar Mamed
QORLDCOMPA

P OREE MiA

Tax or Begiitration ID Wabdils
1800180185420 HITEEIAWW OREEMWOR] DODLERS
ay
[
-

- _ - Google “GREEN WORLD CO LTD" AND lllegal
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SEIBU NETWORK

@-‘;L. 7~

ZHEJIANG OCEAN FAMILY CO. LTD
AND ITS FISHY BUSINESS

lllegal, unreported and varegulated (JUU) fishing
and serious human rights abuses on vessels belonging to
or assoclated with The Zhejiang Ocean Family Co. Ltd
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About the Joint Analytical Cell:

The Joint Analytical Cell, or JAC, provides authorities with fisheries
intelligence, data analysis and capacity building to help combat
illegal, unreported and unregulated fishing. Founded by the
International Monitoring, Control and Surveillance Network, Global
Fishing Watch and TM-Tracking, the initiative harnesses innovative
technology and the complementary expertise of its collaborating
organizations to improve the effectiveness of fisheries monitoring,
control and surveillance. By fostering cooperation among State and
non-State partners, the JAC seeks to build insights and capacity
that will help enhance fisheries management.

Contact:


mailto:jac-coord@tm-tracking.org
http://www.imcsnet.org/
http://www.globalfishingwatch.org/
https://www.tm-tracking.org/
http://www.skylight.global
http://www.c4ads.org
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